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ISO 26262 Part 6

- 6.8 Software unit design and implementation 25 J|8 2 & H &
®\Walk-through, Inspection

®Semi-formal verification, Formal verification

®Control flow analysis, Data flow analysis, Static code analysis, Semantic code analysis

Design Principles

Table 8 — Design principles for software unit design and implementation

Al
« SW Unitol N 7|’52| Alsto] Mkt A
. Methods %V\D’

[=)
A >
= SW Unlt.j_l' O|_| E‘| -U-'” | OEI Il é;' 1a |One entry and one exit point in subprograms and functicns? =+ /?Ei’ /""/ > §b
p R - i - - - < y §
. b |Mo dynamic objects or variables, or else online test during their creation® 2 + /, o* /l- N —F/ &
CC = m]] & [ S
] SW UnltO'"A-I o A|-O| O.”A-I xl-E = X-” ¢ |initialization of variables feasf /c / /‘g’
O-I §%9| Jél s'zll-é;l 1d  |Mo multiple use of variable names? /—a'g" *—A e?-'/ —§
1 | Avoid global variables or else justify their usage® & 4 e f ¥,
- &! %I- g 1 |Limited use of pointers® o * + -
. T A
» 7470 (Ex, Methods to prevent g_|No implicit type conversions? S A SR N
implausible values, execution errors, N _|Mo hidden dats flow or control flow” S I M M
division by zero, and errors in the data | _|Me unconditional jumps= 7 © il Il M s
flow and control flow) | [No recursians B A I
3 Methods 1a, 1b, 1d, 1e 1%, 1g and 1i may not be applicable for graphical modeling notations wsed in model-based
s C22M development.
- o
b Methods 1g and 1i are not applicable in assembler programming.
L] 7}%@ E'tl Ol'(')'Hé;| & Methods 1h and 1i reduce the potential for modelling data flow and control fiow through jumps or global vanables.
. Al S A .
0o NOTE For the C language. MISRA ¢ covers many of the methods listed in Table 8.
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ISO 26262 Part 6

- 6.9 Software unit testing 7|8 ¥ 28 HBH X =3
®Methods for software unit testing
®Methods for deriving test cases for software unit testing

PATH
Multiple oomdition
Maodified orndition f decision
Comrvdition | Destision

Condition  Drecision{ branch)

@ Structural coverage metrics at the software unit level Statement
Covrbrond-fine Granply
Unit Testing Demonstrations
ASIL
Methods A B c o
- Software Unit &9
1a |Requirements-based test? ++ ++ ++ ++
L AE" 73” Al‘%: —ff——f— 16 |Interface test ++ ++ ++ ++
HW-SW QIE{T|0| A 0| AP FE4 fc_|Fautnjection test® M R
n - 1 A O =
= =T 1d |Rescurce usage test® + + + ++
» X|™HE TS 1e |Back-to-back comparizon test between model and code, if applicabled + + ++ | o+
o E_I_ x| oto 7|=o| HX st 3 The software requirements at the unit level are the basis for this requirements-based test.
L4 [e) =0 [}
| I- | LS = | e a HO” H = B This includes injection of arbitrary faults (e.g. by comupting values of variables, by introducing code mutations, or by
Al comupting values of CPU registers).
cl 2|
% Some aspects of the resource usage test can only be evaluated propery when the software unit tests are executed on
» 74 1 g (Ex, The absence of the target hardware or if the emulator for the target processor supports resource usage tests.
inaCCeSSible SOftwa re, ‘the 4 This method requires a model that can simulate the functionality of the software units. Here, the model and code are

stimulated in the same way and results compared with each other.

effectiveness of error detection and

error handling mechanisms)

ASIL
. o Methods
= 7|52 X|¥dte O 5&2¢ 2lan Ale | c
la |Statement coverage ++ ++ +
1k (Branch coverage * ++ 4+ ++
1c  [MC/DC (Meodified Condition/Decision Coverage) + + + ++
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Embedded Coding Standards

C Standards
MISRA-C:2004 Automotive 141 Rules ISO 26262
) DO-178B
HIS Automotive 127 Rules DO-278
JPL Aerospace 23 Rules IEC 62304
CERTC Security 221 Rules IEC 61508
C++ Standards
MISRA-C:2004 Automotive 228 Rules ISO 26262
. . . DO-178B
High Integrity C++ Automotive 198 Rules DO-278
JSF++ AV Aerospace 231 Rules IEC 62304
BSS C/C++ Aerospace 124 Rules IEC 62279
- IEC 61508
CERT C++ Security 101 Rules
Java Standards
BSS Java Aerospace 223 Rules ISO 26262
DO-178B
JPL Aerospace 53 Rules DO-278
CERT Java Security 156 Rules IEC 61508
Sorr
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M

Software unit design and |mplementat| 7.5.'% H

- MISRA-C:2004(C2)/1998(C1)= ISO 26262 2
- MISRA-C:2012(MISRA C3) =71 o

Safety Standard Checking

—
e L]

MISRA-C-2004 -

Guldelines | MISRA C++:2008 :\ static

for e - — .

N o , 771 | analysis

E"“wf;’ T °”h,,!, Is. uni
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MISRA-C: 2004 Of |

- MISRA-C&= ISO 26262 [ T # &(Table8: Design principles for software unit design and
implementation)

MISRA-C:2004 Example Rule

Anomaly &
- Rule 9.1(X7|3I3}K| 2o =) e Ay
= All automatic variables shall have been Sample 1 intt, x,y,z //Dead Code(t)
. . Code 2

assigned a value before being used. 3 x=1 /7 DD Anomaly(x)

» Rational: a variable which is used 4 if(y>0) // UR Anomaly(y)
it has b igned a value will > x=2
before it has been assigned a value wi 6 z=x+1: // DU Anomaly(z)

likely cause data flow anomalies UR Anomaly A variable not written but read

- This is a bug and leads to an error
- ex) 4line

H A0 e M . . :

Data Anomaly(i&=-2| &7 =710 DD Anomaly A value written twice to a variable

ref Hs det 1 8) - This is ominous but don’t have to be a bug
- ex) 3line (6 line)

» UR Anomaly
DU Anomaly @ A variable written but not read
= DD Anomaly - It can be removed to improve the architecture
- ex) 6 line
» DU Anomaly
Dead Code @A variable is neither written nor read
= Dead Variable - It can be removed to improve the readability
-ex) 1line
Sorr
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CERT C Of|H|
- CMU SEI CERT(Computer Emergency Response Team) Secure Coding Standards
- CERT= C Z2 Y A0 ef ehHoh A E0f Chet 70| =212l Ml

CERT C Example Rule

- MEM31-C (38 =z ggs HE2l&
Ik B )

Sample Code

: : : char* ptr = (char*)malloc (SIZE);
* Freeing memory multiple times has ptr=( ) (SIZE)

similar consequences to accessing if (abrt) {

f tr);
memory after it is freed. } ree(ptn)

= Rational: To eliminate double-free _
free(ptr); /* potential double-free */

vulnerabilities, it is necessary to
guarantee that dynamic memory is

freed exactly one time

Memory Anomaly

Memory leak

Double free

Use after free

Free null pointer

Sorr
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IEC 62279 — C Coding Guideline

IEC 62279 Table

IEC 62279 Coding Technique

IEC 62279 Rule

Table A.3 — Software Architecture

Defensive Programming

Variable & Parameter Check: Type

Variable Check: Dimension & Range

Parameter as Read-only

Fault Detection & Diagnosis

Arithmetic errors

Pointer arithmetic

Array bound errors

Null pointer dereferencing

Table A.4 — Software Design and Implementation

Modular Approach

a well defined function

Strongly Typed Programming Language

the number and the type of arguments

well-structured program of control structures

Table A.5 — Verification and Testing

Metrics

Graph Theoretic Complexity (Cyclomatic Complexity)

Number of ways to activate a module (Cohesion)

Software Science:program length (Halsted Metrics)

Number of Entries and exit per Module (Coupling)

Table A.12 - Design and Coding Standards

Coding Style Guide

formatting and naming conventions

Limited Use of Recursion

Recursive Call

No Unconditional Jumps

Goto

Table A.19 - Static Analysis

Boundary Value Analysis

zero divisor

ASCII characters

Control Flow Analysis (Anlomaly)

Inaccessible code

Knotted code

Data Flow Analysis (Anlomaly)

Variables that are read before they are written

Variables that are written more than once without being

Variables that are written but never read

Table A.20 - Modular Approach

Module Size Limited

Parameter Number Limit

One Entry/One Exit Point in Subroutines and Functions

-11 -
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=
X 2 UACL HAE HIB U AR E2

Static Analysis vs. Testing Scope

Static Analysis Testing Code
Verification

Scope Style violations Syntactic Code
Code inconsistencies TS
Portability issues
Security problems Security problems Semantic Code
: . Analysis
Run-time errors Run-time errors
Violations of requirements
Performance problems
Path All Paths considered High-density path coverage impossible,
Coverage Coverage only as good as the test suite
Results Problems that might occur (=warning) Problems that did manifest (=error)
May include false positives No false positives (except in extreme
circumstances)
Sorr
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Static Analysis Tool

- Original Static Analysis Tools

= Syntactic Analysis (Data Flow Analysis) — 1 Al CH arraygF(?LtJ?I()Er;JOoands,
. Coding Standard Checks buffer(integer) overflow,
. i . . division by zero,
. High False-Positive & False Negative - less precise null pointer dereference,
. (Speed) Faster - Coffee Break uninitialized Variable,
. . = memory(resource, file) leak,
- Advanced Static Analysis Tools — & X RESORT etc.

= Deep Semantic Analysis (Path Execution) — 3A|CH
. Run-time Error & Code Vulnerability Detection with Value Tracking
. Low False-Positive — more precise
. (Speed) Slower - Overnight
S DEAZ IS BERLNEB I ZE Iz RE

T =<

e QED‘:-l §j|§ I|'O|§ I-||%j|§ i|.0| Iél-/\ol-l Verification Technology Commercial Tool

Deep Semantic Analysis Path Simulation
Path Coverage 0 L
100% S‘G‘BTN Coverage (Path Coverage) Boolean Satisfiability

(2 AE T L RESORTS

r ™ -Ti
Data Coverage J|E) X-Tier Dataflow
[y Path Sensitive,
Condition Coverage Symbolic Execution
L) Syntactic Analysis Syntax, Flow

- ) (Condition Coverage) Analysis
Statement Coverage —— (PMD, FindBug, etc.)
100% Path Coverage

IEAS =

Sorr
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Static Analysis Tool

- Deep Semantic Analysis2| Path Sensitive Data Flow Analysis J| =

= 1AICH Syntactic/Semantic(data flow analysis) 25 JI=0lAH D E Z&2=2
BN E Q& (False Positive) 62 — Uninitialized Variable

File View Select Tools Help File View Select Tools Help

S Daqdll &8 Qaad@d %

" DCUPath | DPUPath | Graph

Code View Vari?f; 'y' (line 2) may nat
b

1 dataFlows (intx){ - M hav en ;ing%
inty;

if (e=0) x20
V=X T
if(x=23) 4‘)\,:1;
=y, .
return x;
H

Def | C-use | P-use |

o
M...

|
o Coverage(%) ...|Co..|Covera..)
N..| Failure Def Failure C..|Failure P._|| il |21 DU Path 25%
All C-Uses

[4[E 2] [»]
|
|
\
|

Coverage

(Statement) int type2| B2~ x, yol gt2 ZHGIL) +=&5HI| W20l S0 LE B2 E HIAESHA &

Statement/
st TXl ¥ ez B0

Condition Coverage 0IZ S0 ZAH x,>00] false, x>30| true 2t012+Q, 212 H4 y= x|

2o XECZ gYE £+ A= DE MY 2 YIS ANEL = USL 201 2ZE HYGHH ZUE SEEHCH

Path Coverage
«Feasible paths: (1,1), (1,0), (0,0); //Works fine, Infeasible Path: (0.1)

Sorr
Sorfr
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