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==4&) Poor Programming,
, 9t& A) Missing&Incorrect Programming
) Missing Requirements
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Source Code Defects
Yes No

Missing & Incorrect

Programming Poor Programming
Yes - Data & Control Flow, Interface - Formatting

- Type Conversion, Memory leak
- Exception, Error & DB Handling - L] (e el e Al
- (Critical defect) Run-time Error

Poor Programming
Mlssmg Requirements - Data Flow (Unused Code)

-8 XE 2 EZ Framework (API) - Control Flow (Unnecessary
- Architecture (1/0) Construct)
- Naming, Comment, Complexity

Source Code Vulnerability
s




NETSEC-KR 2011

‘ oc _:;c_lotI-l AIDI- L—r—
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Java Syntax Severity
Low Medium High

Declarations and Initialization 0]

Expressions o o

Numeric Types and Operations o o

Object Orientation 0] 0] 0]
Methods o) 0]

Exceptions and Error Handling o o

Locking/ Concurrency o o

Thread APIs 0]

Input Output o o

Input Validation and Data Sanitization o o o
Application Programming Interfaces 0]

Platform Security o 0]
Runtime Environment 0]
Serialization 0] ®) 0]
Miscellaneous 0] ®) 0]

Severity: (1) low (denial-of-service attack, abnormal termination)
(2) medium (data integrity violation, unintentional information disclosure)
(3) high (run arbitrary code, privilege escalation)
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€ Try-caich-finally Coding Standards

> (28) try, catch 20IA 022 28 0 2AH S0 Et=Al finally 20| 2 & &

Java Syntax Rules Empty Block Catch Block Finally Block

try { *(1)Format *(1)Don’t use different *(1)Do not use
body-code; “"rry—cg’rch— Exception type “return/Throw”

} finally” Syntax | «(2)Checked Exception | syntax

. . *(2)Format type * (2)Resource release

tch tion-cl le- (

catch (exception-c asisname variable-name) “try-catch- “SQLException(DataAc | type by standard :
error-handler-code; finally” cessException), (API, Utility API, or

} Statement Exception” Framework API)

finally { *(3)Log type *(3)Reuse after non-
close-code; compliance by free resource

standard(Framework
APl or Architecture)

Code Defect Formatting Control Error, Control Flow Error,

Convention Architecture Resource leak,
Compliance Architecture

Compliance

Security Vulnerability Denial of service attack Denial of service
Data integrity Violation attack

RESORT Code Analysis
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2.2 M XEE E= FrameworksS &t 20O F oA () &l

€ Architecture(Framework)2 Component & Pattern &=+ 23S
> 2 Component=2 =& | & IEH SH S JI0|& E=
o (Java) Component I/F, Hierarchy Layer, DB(SQL)/Exception/Error(Log) Handling S &=
> Zet ol
o ds, 204, H& 27, APl S2 XIE &0l &
o SWAIAEIS AMZd & RAE=Hd 21 (ZE

» Component I/F Examples: MVC Model &= & A

S )8 @F x|43})

Madel
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¢® HIEE EZF 2 Framework J| =2 E0oF FHoA et S 1
Alsisl Ao HHIA DE(HHIA) EHOF SOk ()

2tHX 2l Layer (Security) SQL/Command Injection, Cross Site Scripting (XSS), Cross-Site
Request Forgery (CSRF)

& 2 X2l Layer (Exception Handling) Information Exposure Through an Error Message

GI0IEl X 2l Layer (Data Access/Source) | SQL Injection, DB information Exposure, DB Resource Leak

=S| Bt Layer (File Handling, Server File Resource Leak, Broken Authentication and Session
Security, Encryption/Decryption) Management, Encryption of Sensitive Data
dusy
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&9 StLESl MAHUHM (e He=2 AAHGHA 2 A
(1 GE RIA HLE, (2) IS Y ZINSEA 2 B0 S
AE HESO T2 22 =
Ol & otLESl AN SHLES] B4 O
21 denial-of-service attack

Noncompliant Code Compliant Code

inti,J=1; inti=1;
int J=1;
or

int 1=1,J=1;

[l
0E
o
0/0

1
g0

T2 0dH E=dEWMLY 2512 =D(38 Rles &=+

RESORT Code Analysis
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= M 2&20 SES({}) AtS

Sk A =

0l &¢ A SZS({}) A=E0H OHOHE Al A
23 denial-of-service attack

int privileges;
(star)
if (invalid_login()) Va
if (allow_guests())
privileges = GUEST; e

else
privileges = ADMINISTRATOR;

or
if (invalid_login())
login = 0;
else
System.out.printin("Login is valid\n"); // debugging line added
login = 1; // this line always gets executed, regardless of a valid login!

Noncompliant Code Compliant Code

int privileges;

if (invalid_login()) {
if (allow_guests()) {
privileges = GUEST;
}
}else {
privileges = ADMINISTRATOR;
}

B0 = ALBRIDL HEIK RS 98 4 US HUF

=2 c=2 T

RESORT Code Analysis
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€ Code Defects — Exception Behavior

class TryFinally {
private static boolean dologic() {
try {
throw new lllegalStateException();
} finally {
System.out.printin("Uncaught Exception”);
return true;
}
}

public static void main(String[] args) {
dologic();
}
}

A 9 finally =0 AN SZ0HA & A

AE 2N QR

ofl 2t finally 2 20l M return, break, continue, throw?l I|RIEE AIZ6tX & A
Z 1 denial-of-service attack

Noncompliant Code Compliant Code

class TryFinally {
private static boolean dologic() {
try {
throw new lllegalStateException();
} finally {
System.out.printin("Caught Exception");
}

// Any return statements must go here; applicable
only when exception is thrown conditionally

}
public static void main(String[] args) {
dologic();
}
}

(M try ES0A 2= 020t RAIE, (2) Method?| return 340l finally 252l return gt 2 UHAIE

12 RESORT Code Analysis
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& Code Defects - Return Value Check

A9 Method return gt 2 AIGHAl & A
A Method return gt fAl= UIJIXl 22 2208 S& 22
Ol & Method return gt (L= 0fld =24) Al
Z 1t data integrity violation
Noncompliant Code Compliant Code
public class Ignore { public class DoNotignore {
public static void main(String[] args) { public static void main(String[] args) {
String original = "insecure”; String original = "insecure”;
original.replace( 'i', '?" ); original = original.replace( ', '?");
System.out.printin(original); System.out.printin(original);
} }
} }
String.replace() method?2 return gt £ Al £, original string2| Update &I

13 RESORT Code Analysis



NETSEC-KR 2011

€ Code Defects — Null Pointer Dereference

A9 Null pointer dereferencedtX| & 2! (Y& X = Function call, H= 1D[/M D], BHE E20 A It s)
A Tz ¥ Es=

=l return gt AL, B £= 24Xt non-null@l X &40l

Z 1t denial-of-service attack

Noncompliant Code Compliant Code

public static int cardinality(Object obj, final Collection col) { public static int cardinality(Object obj, final
int count = 0; Collection COl) {
lterator it = col.iterator(); int count = 0;
while (it.hasNext()) { Iterator it = col.iterator();
Object elt = it.next(); while (it.hasNext()) {
if (null == obj && null == elt) | | obj.equals(elt)) { // null Object elt = it.nexk();
pointer dereference if ((null == obj && null == elt) | |
count++; (null I= obj && obj.equals(elt))) {
} count++;
} }
return count; }
} return count;
or }
String cmd = System.getProperty("cmd");
cmd = cmd.trim(); // null point dereference

o AR Z2 08 &3S NSt emdE 01F 2] &tLHE, tim() S Al NULL pointer exception 244

—_
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€ Code Defects — Resource Leak

Ao Stream, Connectiondt Z2 XI#F 2 A8 T BEAl B2
A 2 It £=DB HZ0| Opentl 0 At& D&, 8= Mo, 22 =& =2 2HE 24 (Garbage
Collection A& D] &)
Ol & Close MethodZ 2= X+& =2 ol Ml (API, Utility API, Framework API )
21t denial-of-service attack, unintentional information disclosure
Noncompliant Code Compliant Code
try { try {
con = con.getConnection; con = con.getConnection;
} }
catch (Exception e) { catch (SQLException sqle) {
log(e) log(e)
} }
finally { finally {
} if (con I= null) try {rs.close(); } catch (Exception e) {}
}
T2 722 AIZ st Hi220 W2, Heap Spacelt DZHE [ “OutOfMemoryError” 2 Moo, T2 )2 A X
ZUE =

15 RESORT Code Analysis
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€ A coding standard helps you:

avoid undefined usage

avoid unspecified usage

avoid implementation-defined usage
guard against compiler errors

guard against common programmer error
limit program complexity

establish an objective basis for code review

YV VYV VYV V V

RESORT Code Analysis
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