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1. Software Testing Classification

€ White-box Testing

>

>

Y VYV

White-box Testing2 ZZMO| LHE X0 XHE & howl| HEHLZ
Lol =2|H Fx& HAETHL.

Test Case Generation2 72N HAEZ Fodxl =2 el L||E ZATXE H
HAE HO|HE M7deth). Mt =222y X[~ 0] ER5tC.

Test Level2 unit, integration test@} Z-2 low level testing0fl X g&fStC},

Testing Type2 structural testing, code-based testing, path testing, fault
injection testing 50| QUAC}.

White-box Testing Technlque% Code Coverage AnalysisO|Cf: Statement
Coverage, Branch Coverage, MC/DC Coverage, Path Coverage &
NEX}, HAERO| 20 HAETE 4Tt

@ white box test

desired
output

e

internal software WHITE-BOX
_ — -
behavior design |"

OUTPUT

Question: Exhaustive Path Test? ! |
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1. Software Testing Classification

€ Black-box Testing

>

>

Black-box Testing2 ~ZEQ|0 S&0| == XE whate| 2HEL=E 7|52
B &~ EBtCt,

Test Case Generation2 7| &% HAEZ T2 130] @A M 2R H
HAE HO|HE ddetht. et Zz2aefy XA 0] EROHA| &L,

Test Level2 unit, integration, system, acceptance test2} &€ high level
testingOil & 2tStLt,

Testing Type< functional testing, non-functional testing, regression testing,
fault injection testing 0| AL}

Black-box Test|n901| *I--Q-EI : 7|82 Equivalence Partitioning, Boundary
Value Analysis S0| QUL}.

=E ArEAL, &AL E1I*E101I oI5l HAE L =L}

< black box test

desired

output

BLACK-BOX

OuUTPUT

Question - Exhaustive Input Test? 3
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1. Software Testing Classification M

€ White-box Path Testing vs. Black-box Testing

Concolic
> White-box Path Testing2 ZE=1Q| LI X0 =TS & how?| HEL=E
ACo| Al A ; = HAEDS Concrete
O| Asl A Z (Feasible Path)E E|AESHCL, m
> Black-box Testing= 2=ZEQ[0] sX0|| 2F S & whatl| 2EHLZE 7|52
B &~ E T}
Testing White-box Path Testing Black-box Testing
Technology|(how 23, ZES| =2|H {x0l Z2E HAE) (what 2td, 2=(28)9| 7|52 HXE
Test Case |H|2E A5 d (EHE22 HAE HAE =35 88 (71s2l €8 2/710 2
Generation | =0 21/ = 2D - # Test Case per Function = (min) 1
- # Test Case per Function <= n (ZUE )
HAE 0| A0 RS MHO2 HAES =8|, [MEXQl HAE A0|A0 QB M2 YAOZ S
AlZh HIEO| 2 A 2 (A2 10~100HH) HAE HE7to =¥, A2t BlE 22 (Test Cost 7~
Test |H2AE & et 2782l Automation Test HAE M3 24 MOl Manual Test Script 24 /A3
Execution |Script) &% - HIAE 70|20 Manual Test Script &7t~ Extra Cost. Extra Cos
- Test Script &9 8l& - Manual Test ScriptOfl HAE H|O|E /Al }
Test [T E CFG2| MBD(Model-Based Design) 7|8t |7|s HAE ZIjojA DAY ZE JAo| A %% =
Results |HAE A3l M/29| ZZ2 HWZ “Program B OIX|= 2XtQio| & Zg
Verification|Logic”0j| CHSH R E B AlH
Test Type [structural/requirement/code-based/path testing [Functional/non-functional testing
Path-based Fault Injection Testing._ Zf Function-based Fault Injection Testing=
A7 20| Path Domain?| Fault 2t AHO [F7H0l HIAE $7 45 & S2E £70)M Xg
3 x|

1) Test Script: HIAE #Ho|A

g Mgty A% WAE S4B Z2IY
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2. Automated Test Generation Method

€ Concrete Execution Concolic

> Key Idea @W

v" Execution of programs using concrete data
v" Execute target program on automatically generated test inputs
v Program takes the feasible path only
> Limitation
v Program takes only one path determined by input values
» Usage
v" White-box Testing

= Structural Testing, Code-based Testing, Path Testing, Fault Injection
Testlng, etc. Function Path Domain

Domaip=
2

. ) . > L}(run]Te.st Data
v Low Level Testing: Unit, Integration Test = ;" Gnput values

ip Coverage Analysis
: o Path Domain Error
:  (Program LogicBug)

» B 3 RESORT White-box Path Testing (A ZE4AZE | ahoD-basedpath

o ————

Controt— | B Feasible Path
Flow Graph Domain Computation
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2. Automated Test Generation Method __E_‘ ‘

€ Symbolic Execution Concolic

> Key ldea @W

v' Execution of programs using symbolic input values instead of concrete data
v A symbolic state represent a set of concrete states
v Program takes the basic path
> Limitation
v' Limited by the power of constraint solver

v" Scalability issues when faced with large (exponential) number of paths —
path explosion problem!

» Suppose the loop went up to 20 and the condition clauses are five?
» 5720 possible paths! => 3,170 years = 5720 paths / millisecond per one test
» Usage
v" Black-box Testing
= Functional Testing, Non-functional Testing, Regression Testing, etc.
v High Level Testing: Unit, Integration, System, Acceptance test
> BE B FUe HAY £
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2. Automated Test Generation Method

> Test Method History
v Symbolic Execution(1970)
v' Concrete Execution (2005)

» Path condition (PC)

v Condition on the inputs to reach the location

v' Logical formula over symbolic inputs

€ Concrete Execution vs. Symbolic Execution

Concolic

Concrete Symbolic
1970

v Accumulates constraints that inputs have to satisfy for the particular path

to be executed
v If a path is feasible, its PC is satisfiable

void testme (int x, int y) {
z=2%y;
if (z==x){

if (x > y+10) {
ERROR,;

Concrete Symbolic
Execution Execution

concrete symbalic
state state

x=2 y=1, x=a y=b,
z=2 z=2"

path
condition

2*b==a
a<b+10

Solve: 2*b==2a

Solution:a=2,b =1

|

J
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3. SW Testing Tool Comparison M |

& (13 =79 Target 7|8t H|AE) sSw etH/d AFO| L&/A1Zt EZ
» White-box Path Testing: & LHF T=(24 IE)9| el FE 7| HXAE 0|22 X5 F5
> Black-box Testing: &f+2| &.53 7|5(S%h 7|4 H|AE HO|AE +EUO 2 Iw

White-box Path Test

(RESORT)
che| HAE (o0} (o] Statement, Branch, MC/DC Coverage
A o] X (HKMC) Traceability, Consistency Coverage
= L= o] (o) Function, Call Coverage

Test GUI A|AE HIAE 0 (GUI swW) X Code Coverage

Level
_ HIC|O| E|AE 317 o|=EA-
= A HAe | SW(exe)+tHW(MCU)+S 4| SW(code)+HW7}a+&HE =7 UEol HAE 2E AZ4:
AU A2 HAE (UART) on Target (A[Z220]4) on Host  (Target) Uninterrupted Workflow vs.
= (Host) Interrupted Workflow
Zg FU HAE (¢ 0 (White) S8 X[ (=02l £4), (Black) S =
Test Design/Exe/Cov W/W/wW B/B/W (White) Logic/Algorithm, (Black) Behavior
Cost Test Data Generation HAE Glojg (=0 Ql, o] =21 AXIO| Test Case: XI5 vs. =5 (Test Harness 2 2)
(time, (Test Case) ol Zh XS MM H-E=ES T Automated SW Testing: 10~100x Faster
effort) Test Case Execution System(cross function) Function Test Case Execution Unit
Verificat MBD HIAE ZHZ s X Path Verification: Program Logic Error
ion Coverage Mark 0 X HIZEF IEQ| HHI|X| 7 20| #HA|
Accessibility
Source - = ite- T
Control-flow Data-flow White-box Path Black-
Code Test Test Test box " Expertise
_ = ’ Tester
Test Methods: Black-box Test White-box Test Automated Feasible Path Generation White P
Manual Test Case Automated Test Case  MBD(Mode-based Design) Verification ey - Developer,
Unit/Integration Unit/Integration/System " |common Tester
(Symbolic Execution) (Concrete Execution) (True Path Execution) >

Cost(effort, Time, Tester)




3. SW Testing Tool Comparison
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€4 RESORT Advanced Validation Technologies

> (Static Analysis) Static Analysis -> Extended Static Analysis (Inter-procedural Analysis)
» (Dynamic Analysis) Symbolic Execution -> Concolic Execution (White-box Path Testing)

Static Analysis . ‘

Verification

o)

g . Extended Static Analysis

(o) : :

S Concolic Execution 6 Symbolic Execution

e (dynamic symbolic ' Objective

g execution) ‘ Nonfunctional © , Scope

@) System

Functional o ﬁ{gn’ﬂiﬂﬂ
Component

Ad-hoc testing o  Accessibility
(dynamic behavior testing) White-Box Black-Box

Cost (programmer effort, time, expertise)
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If you cannot MEASURE it you cannot IMPROVE it * H | §
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